V

7

cSMART

ESMART Token — Citrix XenDesktop




CodepixcaHue

1. OOUJAT UHPOPMAUU. ...ttt ettt ettt ettt 3
1.1 TECMOBAA CPEOG.........eeeee ettt ettt ettt et 3
2. Mod2omoska UHPPACMPYKIMYPBI PKI ..........ccoeiiiiiiiiiieeie e 3
2.1 Modzomoska koHMpoanepa OOMeHA U YeHMPA BbIOAYU CEPMPUUKAMOB .........ccueeuereeeerueriereeanereninnas 3
2.2 HEOOXOOUMBIE KOMNOHEHITIBE ... e et e et e e et e e e et e e e m e e e e et e e e em s e e e ensneaeannneaeannneaeens 3
3. HACMPOUTKA XML-3AMPOCOB ...ttt ettt ettt et et et e et e e e e aanee e 4
4. Hacmpolka 3aUiUUIEHHO20 COBOUHBHUS .........ccui i ettt 4
4.1 Hacmpolika IS 0718 CEPBEPOB STOrEFTONT.........ccceeeieee ettt 4
4.2 MonyyeHue CepMUPUKAMA WED-CEPBEPA ... 4
4.3 MpuBA3KA CEPMUPUKAMA K I1S.......oeiiiiie e 5
5. Hacmpolka MemOo008 GBMOPUBAUUUL..........c..ceueeueeaueeaieeeteeateeeteeeeeeteeeueeeee e e e e see e e e aeeeeeesneeeaeeeneeeneens 6
5.1 [T1PEOBAPUMESIEHBIE IMGANBI ...ttt 6
5.2 C030AHUE OBBLEKIMA CILrIX STOI@......veve e ettt e et e et e e et e e et e e e et e e e ttraaeesasnaa e 6
5.3 HACMPOUKA STOM@FTONT ...ttt ettt e et ettt e et e et e et e e eanee e 7
5.4 Mposepka aymeHMU@GUKAYUU NO CEPMUPUKAMEAM ......c..cueeeiueiiiieiiiieiie et 8
6. T PYNNOBBIE MOSUUIMIUKU. ...ttt 9
7. [10020MOBKA KSIUCHMCKUX MAULUH .....ceeseeeeesneeaeeeeeeae e e e et e e eentseaaessseaeanssnaeaansneaeannnnaaeannnneeaannneens 10
7.1 Mposepka asmopu3sayuu Yepe3 Web-UHMEPPEUC .............cccceeeuerirerieiiiiisieeet e 10
7.2 MonyyeHue npoguns 94 Citrix Receiver U ABMOPUBAUUS ...........ouerueeeeruerierieereniieiesieeeesueniesnene e 10
i

= CSMART ESMART Token — Citrix XenDesktop sepcus 1.0 0m 03.06.2016



1. Obwas uHpopmayus

B pykosodcmse kpamko onucaHa Hacmpolika Citrix XenDesktop dns dsyxgpakmopHol aymeHmugukayuu npu
nomowu cmapm-kapm u USB-knaroqeli ESMART Token u ESMART Token 'OCT. lpoyedypa aHano2uyHa 011
scex noddepucusaembix 2unepsusopos: VMWare ESX, Hyper-V, XenServer.

Heobxodumo paspewums nepedady daHHbix Ha nopmax TCP 80 u 443, a makce Ha nopmax, komopeie
ucnonb3ytom komnoHenm Citrix Licensing Service.

B pyKoeoacmBe onucaHa mecmosas cpeaa co C/leayIOLL{UM npoepammHbim obecneyeHuem:

Windows Server 2012 — ngpacmpykmypHsil Windows server 2012 — Cepsep Active Directory
cepsep Citrix
citrix.esmart.local dc.esmart.local

*  Director Taxxuce donuHa 6bimb ycmaHosneHa cayxba

e Delivery Controller cepmugpuxayuu (Microsoft pekomeHdyem

e Studio ycmaHasausame )

e  StoreFront
e Licensing Service
e SQL Server

Windows 7 x64 — ImanoHHas mawuHa Windows 7 — KnueHm
template.esmart.local client.esmart.local

e Virtual Delivery Agent o (Citrix Receiver

e  (itrix Receiver e ESMART PKI Client

e ESMART PKi Client

YecmaHoska ESMART PKI Client onucaHa 8 pykosodcmsax Ha calime www.esmart.ru.

Yemaroska 10 Citrix Desktop He onucaHa 8 daHHom pykosodcmee. /lna ycmaHosku cucmemsl cnedylime
pykosodcmsam u pekomeHdayuam ¢ calima npoussodumens http://docs.citrix.com, 8 mom ducne
dokymeHmayuu Ha pycckom si3bike K sepcuu 7,5: https://docs. citrix.com/ru-ru/xenapp-and-xendesktop/7-
5.html Ecnu Ha cepsepax ycmaHosneHa onepayuoHHas cucmema Windows Server 2008 pekomeHdyemcs
npumeHums namy https://support.microsoft.com/en-us/kb/949538

2.  [Modzomoska uHgpacmpykmypsi PKI

WHgpacmpykmypa 0ns asmopu3sayuu no cmapm-kapmam e Microsoft Windows npednonazaem Hanu4ue 8
op2aHu3ayuUu MUHUMYM 00HO20 KOHMPOAepa JoMeHaA U MUHUMYM 00HO20 yeHmpa ebidayu cepmgukamos.
Ana asmopu3sayuu 8 Windows no cmapm-kapmam Ha domeHHbIX ycmpolicmaax u 0415 asmopu3ayuu Ha
supmyanbHbIx uau gusuyeckux MK 8 uHgpacmpyxkmype Citrix moxcem ucnoab308amscsA 00HA U Ma xce cmapm-
kapma.

Pa3sepmbigaHue domeHa U ycmaHoska yeHmpa sbidayu cepmugukamos 8 daHHOM pykogodcmae He 0nuUCaHa.
Wcnonb3yldme pykosodcmaa no pazsepmsi8aHuto yeHmpa cepmugukayuu ¢ calima www.esmart.ru/downloads
unu pykosodcmaa om Microsofft.

Ans asmopu3sayuu no cmapm-kapmam 8 uHPpacmpyxmype Citrix donncHb 6bimb BbINOAHEHbI Cedyroujue
ycnosus:
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http://docs.citrix.com/
https://docs.citrix.com/ru-ru/xenapp-and-xendesktop/7-5.html
https://docs.citrix.com/ru-ru/xenapp-and-xendesktop/7-5.html
http://www.esmart.ru/downloads

e Hanuyue 00HO20 UAU HECKOALKUX KOHMPOANEPO8 OOMEHU;
e Hanuyue 0dHO20 UAU HECKONbKUX UeHMpos cepmudukayuu;

e HacmpoeHHsil wabaoH SmartCard User ([Toab308amens co cmapm-kapmod) uau SmartCard Logon
(Bxod co cmapm-kapmod);

e Cmapm-kapma unu USB-kaoy ESMART Token ¢ 3anucaHHbim cepmuguxamom 0oMeHH020
nonb308amens.

3anucams cepmugukam nonb308amens Ha CMapmM-Kapmy MOIHO KK C NOMOWbIO OCHACMKU certmgr.msc,
mak u ¢ nomowjbto npunoxceHus ESMART PKI Client (cm. ESMART PKI Client — Pykosodcmso
admuHucmpamopa ).

3.  Hacmpoliika XML-3anpocos

Ha cepsepax, Ha komopbix ycmaHosaeHbl komnoHeHmei 10 Citrix XenDesktop (kpome 3manoHHbIx cepsepHbixX
0OC) Heobxodumo pazpewums sbinonHeHue XML-3anpocos. [lns smozo 8 koHcons Windows Powershell HyxcHo
ssecmu cnedyrowjue KOMaHObI:

Set -BrokerSite -TrustRequestsSentToTheXmlServicePort S$Strue
Ana nposepku 8800uMCcs KOMAaHOA:

Get -BrokerSite

Oxcudaemeill 861800:

TrustRequestsSentToTheXmlServicePort : true

4. Hacmpolika 3auuujeHHo20 coeduHeHus

Ana cepsepos, Ha komopwil ycmaHosneH komnoHeHm Citrix StoreFront Heobxodumo Hacmpoume 3awjuujeHHoe
coeduHeHue no npomokony HTTPS. [nsa 3aujuwyeHHo20 coeduHeHUA UCNno/b3yemcs cepsepHas pons Internet

Information Services (Microsoft 1S).

Cepmudgpukam seb-cepgepa MOICHO NOAYHUMb MeMOJOM, ONUCAHHBIM HUX(E, UAU C NOMOWbIO pa3dena naHenu
ynpasneHus I1S — YnpasneHue cepmugpuxkamamu.

Ymobbl nosnydums cepmugukam cepsepa, omkpolime korHcons MMCu do6assme ocHacmky Cepmugpukamel >
Ans yaemrol 3anucu komnstomepa » JlokanbHbIl Komnsiomep uau Jpy2ol komneromep.

B ocHacmke Cepmugpuxkamsi nepelidume 8 pazden: JluyHoe » Cepmugukamsi. B sepxHem meHio sbibepume
Jelicmsue » Bce 3adayu » 3anpocums Hosbil cepmugukam.

Cnedys nodckaskam macmepa sbidaqu cepmugukamos nepelioume Kk okHy 8bibopa waba0Ho8 U ommememe
wabnoH cepmugpukama Beb-cepsep. 3adalime mpebyemsbie napamempsi cepmugpuxkama: Caymcé6a DNS: DNS-
ums cepsepa StorefFront (8 npumepe citrix.esmart.local).
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3anpoc ceptudmkaTos

A\ Crfvext |ofure |
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Joxmcdumecs coobuweHus 06 ycnewHoll seidade cepmuguxkama. lNonyyeHHsil cepmugukam cepsepa nosBuUMCs
8 ocHacmke Cepmuguxamsi koHconu MMC.

4.3

Omkpotime fjucnemyep cepsepos u sbibepume ponsb IIS. B Hacmpolikax Default Web Site sbibepume

lNpusAsku...
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Mocne sbinonHeHUA npusA3ku Heobxodumo ommemums onyuto Tpebosams SSL 8 pazdene MNapamempsi SSL.

HauansHas ctpannya
CITRIX (ESMART\esm

Q Mynbl npunoxexnit

18| caiftel

4 €D Default Web Site
b@ AGServices
| aspnet_client
b - Citrix
p@ Director

0 MapameTtpbl SSL

3ra c1p 1 0 Be6-caiiTa uan
NPUACXKEHUA.

[V] Tpebogars SSL

CepTudukatel kaneHTa:
O Wrnopuposats
® Mpurumars
O Tpebosats

"= ] Npocmotp BosmoxHocTeii || = MpocmoTp cogepkumoro
P! P M= UMIOCAOT K

KoHdurypaums: "localhost" applicationHost.config, <location path="Default Web Site">

&/ Mpumennts

L;:x Otmena

e Cnpaska

9.

5.  Hacmpolika memodoe asmopu3sayuu

5.1 MpedsapumenbHble smansi

MpedsapumenbHo mpebyemcsa co3dams u Hacmpoums 8 Citrix Studio:

e  Machine Catalog (8 npumepe MCz);

e  Delivery Group (8 npumepe DG1).

Ans Delivery Group donuceH 6bimb HasHayeH no kpaliHel mepe o0uH StoreFront cepsep u co3daH mun Store.

5.2 Co3daHue obvekma Citrix Store

B ocHacmke Citrix StoreFront nepelidume Ha 8knadky Stores. HauHume co3daHue Hosozo ob6bekma Store.
3adatime e2o ums u nepetioume k dobasneHuto Delivery Controller. B mune mpaHcnopma ykaxcume HTTPS u
Homep nopma 443. flo6asbme 8 cnucok cepsepsi, Ha komopsie ycmaHosaeH komnoHeHm Delivery Controller.

Type: ® XenApp 7.5 (or later), or XenDesktop
Q@ XenApp 6.5 (or earlier)
@ AppController
() WDI-in-a-Box

Servers itrix.esmart.local

(load balanced):

[ Add. |[ Edit. |[ Remowe

M~ _ ®
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Mpu Heobxodumocmu dobasbme winto3 NetScaler Gateway dns ydaneHHozo docmyna (¢ ucnons3osarHuem VPN-
coeduHerus unu 6es). B Hacmpolikax NetScaler Gateway mMoxcHO yka3ams nepsudHyto asmopusayuro no
CcMapm-kapmam U 8MopuYHyI0 dsmopu3ayuio, Hanpumep, no A02UHy U NAposIo (Kak NOKA3AHO HA PUCYHKeE).

Create Store
StoreFront Remote Access
| Add NetScaler Gateway appliances to provide user access from external networks,
¥ Store Name Remote access: Nene
¥ Delivery Controllers No VPN tunnel @
Remote Access ® Full VEN tunnel @
Add NetScaler Gateway Appliance
StoreFront General Settings
The display name is visible to users in Citrix Receiver preferences.
General Settings Display name: | RemoteAccessTest |
T Secure Ticket Authority
NetScaler Gateway URL: | https:/fcitrix.esmart.local |
Version: [10.0 (Build 69.4) or later - |
Subnet IP address: | |
[optional)
Logon type: [Smar‘t card hd ] A
Smart card fallback: [Domain and security token hd l
A R
5.3 Hacmpolika StoreFront

Ana aymeHmugukayuu no cmapm-kapmam Heo6xo0umo 8KA4UMb OAHHBIU Memod 8 0CHACMKe ynpasaeHus
komnoHeHmom StoreFront. Ommemsme onyuto Smart Card u Domain pass-through. OcmanbHeie Hacmpolku
ycmaHasauBaomcs 8 coomaemcmauu ¢ KopnopamusHbIMU mpebosaHuamu.

P ®
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8 Citrix Studio = IEG{

®Qaiin  [Jeiicteme Bug Cnpaska

| e =
&= =z B
| Console Root [leiicreus
4 & Citrix Studio o
" Authentication
L Search
™ \Machine Caty | Authentication Method | Enabled Add/Remove Methods
£ Delivery Grou|| User name and password Yes Bua
[= Policies i -
‘; ; Domain pass-through Yes B Obhosim
[# Logging Smart card Yes
4 [§» Configuratior Cnpaeka
£ Administr - —
2 Controller Add/Remove Authentication Methods art card
| Hosting Disable Method
Js Licensing Authenticati S = Choose the authentication methods with which users can authenticate to Cnpaeka
[ StoreFron uthentication >ervice stores on this server:
@ App-VPu The authentication service collects
4 §§ Citrix StoreFront
Server Group User name and password
3 Authenticati Overview 2
g SLEIEnTcan |¥#! Domain pass-through £}
3 Stores

Token validation service:

ReceiverforV Number of enabled methods:

% NetScaler Gat B i
@ Beacons |_| HTTP Basic

(¥ Smart card £\

Status [ Pass-through from NetScaler Gateway

& StoreFront using HTTPS.

<JTw > |

|Define the available authentication methods

Mpu Hacmpolike uHgpacmpykmypei, codepicaujeli HeCK0abLKO cepsepHbix 2pynn StoreFront, Heobxodumo

cnedosams pekomeHdayuam Citrix (http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-configure-
server-group.html)

5.4 Mposepka aymeHmugukayuu no cepmugukamam

lModkatoyume K KAUEHMCKOMY KOMNbromepy cyumeisamens co cmapm-kapmod uau USB-mokeq ESMART
Token, Ha komopeil 3anucaH domeHHbIl cepmugukam nonvb3osamens das asmopusayuu 8 Windows. Ans
nposepku Hacmpoliku 6e3onacHo2o coeduHeHUs no cmapm-kapmam, nepelidume 8 bpaysepe Internet Explorer
Ha cnedyrowull adpec:

https://storefront-name/Citrix/Authentication/Certificate/test.aspx, Hanpumep:
https://citrix.esmart.local/Citrix/Authentication/Certificate/test.aspx

Mpu nepexode no daHHoU ccbinke 6ydem 3anpouleH cepmugukam nosnb3o8amens. Boibepume cepmuguxkam,
3anucaHHbIl Ha cmapm-kapmy u sgedume [MUH-cvmapm-kapmesi. Ecau asmopu3ayus npowaa ycnewHo, Ha
cmpaHuye 6ydym noka3aHbl napamempsbi cepmu@ukama noab308amens Ha cmapm-kapme.

b ]
€ https://citri D icati i aspx - Windows Internet Explorer

S
&) = [] nttpsi/citicesmart local Citrx/Authentication/ Certficate/test asp

* | % @] Pexome yanei v @] K seb-parm... v

(€ https://citrix.esmart.local/Citrix/Authenticati...

Client Certificate

Property Value
Subject DC=local, DC=esmart, CN=Users, CN=es
Issuer DC=local, DC=esmart, CN=DCESMART-CA
Serial Number 19-00-00-00-10-&f-51-7e-96-¢3-d3-a0-0e-00-00-00-00-00-10
Key Size 256
Valid From  31.05.2016 20:05:35
Valid To 31.05.2017 20:05:35
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6. [pynnosbie nonumuku

Ha knueHmckue mawuHsl mpebyemcsa pacnpocmpaHums epynnossie noaumuku Citrix. @alin wabaoHa
Haxodumcs 8 dupekmopuu

C:\Program Files(x86)\Citrix\ICA Client\Configuration\icaclient.adm

PekomeHOyemcs pacnpocmpaHerue Yyepe3 JOMeHHbIe 2pynnosbie NOAUMUKU, HO 00NYCKAemcs U UsmeHeHue
NI0KQAbHBIX 2PYNNOBLIX NOAUMUK.

Lo [o =]

A Smart card authentication

=] PegakTop NoKanbHON rpynnNoBOK NOANTUKY

[} Smart card authentication

®aiin  Aeiictene  Bug  Cnpaska Mpeawiaywuii napametp ’ [ Creaytowuii napametp
NEIN ?Ho:il ¢
He 33zaH0 KommenTapuit: -
=/ Monutnka "NlokanbHelit komnbtoTep” - 5
4 A& KoHdpurypauws komnbroTepa | 1l @ Brarouuts
_| Kondurypauus nporpamm . I
| Kondurypauma Windows © Orcnoyurs
4 7| AgMUHCTPaTUBHBIE WABNOHE! MoaaepkuMBaeTca:  ApMx Migrator encountered a policy that does not have a supportedOn value. -
4 | Citrix Components >
a4 | Citrix Receiver
~ Cep Mapanetpet: Cnpagka:
_| Client Engine
| Diagnostics 1 [@] Allow smart card authentication Use this policy to control how the client uses smart cards -

Fast Connect API Support attached to the client device.

Multi-Stream ICA
Network routing
_| Remoting client devices
SelfService
Storefront
| User authentication
_| User experience
| Komnownentel Windows
_| Manens ynpasnexna
| MputTeper
Cets
Cucrema

[¥] Use pass-through authentication for PIN

4 napametpos

= Pegaktop nokaneHoil rppynnogoi noanTiim
®aiin  [feiictane  Bug  Cnpaska

ol AN »|H=l 7T

=/ NMonuruka "NokaneHelii komneroTep”
4 (A Kondurypauna kemnetoTepa
> [ Kondmrypauwa nporpanm
> [ Kongurypauna Windows
4 || ApMwHWcTpaTHEHBIE WaBnoHk!
a | Citrix Components
4 [ | Citrix Receiver
7 CHP

| Client Engine

| Diagnostics

| Fast Connect API Support

| Multi-Stream ICA
- |1 Network routing
Remoting client devices
SelfService
Storefront
~| User authentication
| User experience
| KomnonenTel Windows
> ] Manene ynpasneqna

| Mpunteper

Cetb

> ] Cncrema

4 napametpos
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other purposes.

the client device.

Troubleshooting:

When using smart cards in a Citrix environment, the
device driver must be installed on the server. When
different operating system on the client machine, it
necessary to ensure that the smart card device drivel
interoperate correctly.

When enabled, this policy allows the remote server to access
smart cards attached to the client device for authentication and

When disabled, the server cannot access smart cards attached to

smart card
using a
may be
rsin use

A | ocal user name and password

[E] Local user name and password

() He sapavo KommeHTapuii:
@ BraouuTe
) OrenrounTe

MoapepxuBaeTca:
MapameTpei:

B

l Mpeasaywmii napame’rpl l Cheayroluwii napametp ‘

Cnpaeka:

ADMX Migrator encountered a policy that does not have a supportedOn value. »

Enable pass-through authentication

Allow pass-through authentication for all ICA
.
connections

[F] Use Movell Directory Server credentials

Use this policy to instruct the client to use the same

credentials (pass-through authentication) for the Citrix XenApp

server as the client computer.

‘When this policy is enabled, the client can be prevented from
using the current user's logen credentials to authenticate to the

remote server by clearing the "Enable pass-through
authentication” check box.

The client imposes certain restrictions specifying when pass-

through authentication can occur (for details, see C
http://support.citrix.com/proddocs/). If these restn
strict for your environment, select the "Allow pass-tl

authentication for all ICA connections” check box to bypass the

pass-through authentication restrictions.

‘When run in a Novell Directory Server environment,
"Use Movell Directory Server credentials” check box
the client uses the user's NDS credentials.

logon &

m

itrix eDocs at
ctions are too
hrough —

selecting the
requests that

0K l ’ CTmena




7. [lod2omoska KknueHMCcKUX MawuH

lMposepbme 803MOMHOCMb asmopu3ayuu no kapmam vepesz Web-unmepdgelic (8 6pay3epe donuHo bbims
pa3speweHo 8binosHeHue JavaScript):

https:// StoreFrontServer/Citrix/StorenameWeb
8 npumepe
https://citrix.esmart.local/Citrix ESMARTauthStoreWeb

Jlobasbme cepsepsi StoreFront 8 Hacmpolikax 6paysepa Internet Explorer 8 kamezoputo Local Zone uau Trusted
Zone.

Ycmarosume Citrix Receiver Ha knueHmckudl K. PekomeHdyemcs ycmaroska ¢ onyuell
/includeSSON AM_SMARTCARDPINENTRY=CSP

D:\Installers\CitrixReceiver.exe /includeSSON AM_SMARTCARDPINENTRY=CSP

Mpoguns 0na Hacmpoliku Citrix Receiver moxcHo nosfy4yums yepe3 web-uHmepdelic, onucaHHbil sbiule. B
nNpasom sepxHem yany web-cmpaHuysl Haxomume Ha UMA N0AbL308AMeNA U 8bibepume onyuo AkKmusuposame.
Mony4eHHbil galin bydem asmomamuydecku accoyuuposaH ¢ npunoxceHuem Citrix Receiver. [pu omkpsimuu
Citrix Receiver nposepbme u nodmsepdume dosepue k cepsepy Citrix. 3anycmume uau nepesanycmume
npunoxcerue Citrix Receiver. ABmopu3ylimecb ¢ nomoujbro cmapm-kapmel Ha docmynHom pabodem cmone.
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