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1. O6was uHpopmayus

B pykogodcmee onucaHa Hacmpolika cay#6bl cepmuguxamos Active Directory Ha 6ase Windows Server 20031

Hacmpoltika cnyw6 kamanoeos Active Directory He paccmampusaemcs. [l 86IN0NHEHUS ONUCAHHBIX Npouedyp
mpebytomcs npasa admuHucmpamopa domera (epynna Domain Admin) unu admuHucmpamopa npednpusmus
(epynna Enterprise Admin).

CobcmeeHHbIli KopnopamusHbili ueHmp cepmucguxayuu? Moxem 6oims pasgepHym Ha 6aze Windows Server
2003. KopnopamugHsili ueHmp cepmu@uKkayuu no3e0ssem 8binyckame cepmu@ukamel no wabaoHam, ucnose-
3ys uH@opmMayur o nonszosamensx u3 Active Directory. LleHmp cepmugukayuu Ha 6aze Windows Server 2003
umMeem geb-uHmepgetic, Komopsili MOXem UcnoibL308amscs 0151 3anpoca cepmugukama u 3anucu Ha cMapm-
kapmy unu USB-knwy4 ESMART Token.

Microsoft He pekomeHdyem pa3gopayusame UeHmp cepmu@uKayuU Ha cepeepe, A6ASIUUMCS KOHMPOAIEPOM
00MeHa, HeNamesbHO UCN0b308ame Opy2yr0 MAUIUHY.

2.  YcmaHoeka IIS-cepeepa (Application Server)

I [=] g3

6 Add or Remove Programs

Windows Components Wizard E3

Windows Components
You can add of remowe components of Windows,

CDr or Eloppy

To add or remove a component, click the checkbox. A thaded box means that anly rkermst, dick Windows Update |

part of the component will be inztalled. To zee what's included in a component, click

Details,

Pl Category: [all Categories =]
Accessnlies and Utilities 49MB =

| O Active Directory Services 16.7 MB

'E Application Server 3.4 MB
[B8 Certificate Services 1.8 ME
1 %2 Distribated File Sustem N1k j

Description:  Includes A5P.MET, Internet Information Services [I15), and the
Application Server Consale.

Total digk zpace required: 15.1 MB Details |
Space available on digk: 180964 MB —

< Back I Heut » I Cancel | Help |

Yéedumecs, ymo docmamoyHo mecma 015 ycmaHosku u Haxcmume Next ([anee). [owoumecs 3asepuieHus
ycmaHogku. 3akpolime npo2pammy ycmaHosuiuk, Haxas Finish (fomoso).

1 C ocobeHHocmamu noddepxku QyHKUUL cy#bbl cepmugukamoe Active Directory 8 pasHbix gepcusx onepayuoHHol cucmemsl Windows
Server 2008 moxHo Ha catime Microsoft: http.//technet.microsoft.com/ru-ru/library/cc755071.aspx

2 lMepesod mepmuna Certification Authority coomeemcmeayem mekyuweli nokaausayuu OC Windows Server
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http://technet.microsoft.com/ru-ru/library/cc755071.aspx

3.  Ycmaroeka Certification Authority (CA)

% Add or Remove Programs =] B3

Add a program From CO-ROM or Floppy disk

L. Toadd aprogram from a CO-ROM or floppy disk, click €0 or Floppey -~ - Flonpy
\E_;jj‘ Windows Components Wizard [ x| —

Add progran CA Type

% Toa Select the type of Cb pou want bo zet up,
Wine

Add progran

Mo programs " Enterprise subordinate Ca
" Stand-alone root Ch
" Stand-alone subordinate CA

Description of CA type
The most trusted CA in an enterprise. Should be inztalled before any other Ca.

™ Use custom settings to generate the key pair and Cé cerificate

< Back I Hest » I Cancel Help

3anonHume @opmy, ykazas HassaHue, CyQ@UKC U CpoK UcmedeHuUss KopHeso20 cepmugukama:

Windows Components Wizard

CA Identifying Information
Enter infarmation ta identify this CA,

LComrmon name for this Ca;
Itesd

Distinguighed name suffis;
DC=testdomain, D C=test

Preview of distinguished nane:
Ch=tezt D C=testdamain [ C=tezt

Walidity period: E xpiration date:

|5 IYea[S vl 312/2016 4:25 PM

< Back I Hest » I Cancel | Help |

lpumepHo, cpok delicmeusa cepmugukama YL donueH 6bimb 8 2-5 pas 6oablue, YemM CPOK cepmuduKkamos,
Komopeie 6ydem 8binucbisams 0aHHsIG Y.
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Beibepume nanky, 8 komopoli 6ydem xpaHumscs 6a3a daHHbIX U 102U 6a3bi:

Windows Components Wizard

Certificate Database Settings

Enter locations for the certificate databage, database log, and configuration
information.

LCertificate databaze:

Browse... |
Certifizate databasze log;
IE:\W’INDDWSksystem32\EertLag Browse... |

[™ Store configuration information in a shared foldsr
Shared folder:

I Brovize,.. |

™| Bresenve existing certificate database

< Back I Mest » I Cancel Help

Haxmume Next (Lanee). [lodmeepdume ycmaHosKky ponu.
Llenmp cepmugukayuu ycmaHoeneH.

4.  Co30aHue u ynpaeneHue cepmugukamamu

Lns ynpasneHus cepmugukamamu Yepes web-uHmepgelic MoxHO 3alimu Ha cmparuuyhttp.//serv/certsrv unu
http.//localhost/certsrv Ha camom cepgepe.

Llocmyn 0ns ynpasneHus cepmugukamamu 803MOXEH mMossKo u3 bpaysepa Internet Explorer u OC Windows
XP (unu Windows Server Ha camom cepsepe). InemeHmel ynpasaeHusi Active X 0011HbI 6bimb yCMAaHOB/eHbI U
aGKMUBHI.

B seb-uHmepgelice CA MO#HO:

. 3anpocume cepmugukam (Request a certificate);
o lMpocMompems cmamyc 3anpowieHHbIX, HO He 0006peHHbIX cepmugukamos
o (View the status of a pending certificate request), ucnose3yemcs, mosiLKo ecu Noa6308amMenu Moaym

camu 3anpawusames cepmu¢u1<amb/;

. Ckayams kopHesoli cepmugukam CA, cepuro cepmugukamos unu CNUCOK 0MO38aHHbLIX cepmu@uKa-
mos (Download a CA certificate, certificate chain or CRL).
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http://serv/certsrv
http://localhost/certsrv

/3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit \View Favorites Tools Help

QEack -~ & - [x] 2] A | ) Search <7 Favorites  42) | - B
Address I@ hktp: flocalhost/cartseel

Welcome

Use this YWeb site to request a certificate for your Web browser, e-mail client, or other program. By using a
cerificate, you can verify your identity to people you communicats with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks. D

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
ceftificate revocation list (CRLY, or to view the status of a pending request.

Faor more information about Certificate Services, see Cenificate Services Documentation.

Select atask:
Eequest a certificate
View the status of a pending certificate request
Download a CA certificate, cerfificate chain, or CRL

|+

i€l

,— ,— l_ l_ l_ |\\.J Local inkranet

4. YcmaHoeka KopHego20 cepmugukama

Ans nonyyerus kopHesoeo cepmugukama ssibepume HuxHtot ccoliky: Download a CA certificate, certificate
chain or CRL

Ha cmpa+uue certcarc.asp svibepume KopHesol cepmugukam no HazeaHur, 3a0aHHomy 8 nose Common

name Ha amane 2. Ykaxume memod koduposaHus. DER ucnons3yemcs 05 coemecmumocmu ¢ dpyeumu OC,
Base64 npedHasHaveH 0ns pabomel ¢ npomokosom S/MIME.

/3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

|

QBak ~ 3 - [*] 2] (= | ) search ¢ Favorites 42 | - B
Address I@ httpefflocalhostfcertsryfoertcarc, asp

B> = |Links =

Microsoft Cettificate

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

& DER

" Base 64
Download CA certificate
Daownload CA cerificate chain
Dowinload latest base CRL
Dowinload latest delta CRL
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B nosisuswemcs okHe Haxmume Open (Omkpsims):

File Download - Security Warning
Do you want to open or save this file?

Mame: certnew.cer

{

Type: Security Certificate, 1,13 KB
From: localhost

Open Save

—

While files from the Internet can be useful, this file type can
o patentially harm your camputer. |F pou do not tust the zource, do not

open of zave this software. What's the nsk?

Cepmugukam omkpoemcs 8 Hosom okHe. Haxmume Install Certificate (YcmaHosums cepmugukam):

General | petais | Certiication Path |

A e ks >

B
Certificate Information

Home

This certificate is intended for the following purpose(s):

[ 4l issugncg policin_es_

- + 4/l application policies

i ctall this CA certificate chain.

i ctthe cenificate and encoding method.
( Issued bo:  test

Issued by: test

valid from 3/12{2011 ko 3/12/2016

Issuer statement |

% Ok |
bownload latest base CRL
Download latest delta CRL

| 4
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llosisumcsi 0KHO noMoWHUKA 015 UMNopma cepmugukama:

Certificate Import Wizard l

Welcome to the Certificate Import

| Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revacation lists From yvour disk to a
certificate stare,

& certificate, which is issued by a certification authority, is

a confirmation of your identity and contains information

used to protect data or ko establish secure network,
connections. & certificate store is the swstem area where [:}
certificates are kept,

To continue, click Mext,

= Back Cancel
Beibepume mecmo xpaHeHus cepmugukama:
. Asmomamuydecku 8blbpame Xpaxuauuie 8 3agucumocmu om muna cepmugukama (PekomeHdyemcs)
. lMomewams sce cepmuguxkamsi 8 onpedeneHHyo nanky (07151 oNbIMHbIX Noas308amenetli)

Haxmume Next (anee).

lCertificate Import Wizard E3

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

% Automatically seleck the certificate store based on the bype of certificake!

™ Place all certificates in the Following store

Zertificate store:

Browse, .. |

< Back I Mext = I Cancel

lpu ycmaHogke KopHego20 cepmucgukama mpebyemcs 8blbpams xpaHunuwie «LlosepeHHbie KOpHeabie cepmu-
GuKamol 8pyyHyH.

lposepbme 8bI6paHHbIE ONUUU XPAHUAUWA U mun codepxumozo. Haxmume Finish (fTomogo).
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5.  Hacmpolika 2pynnoebix noaumux

Active Directory Users and Computers

@ File  Action Wiew Window Help | _|E|1|
o | BE B FR E2E a8 vE o
@ Active Directory Users and Carmputer

-1 Saved Queries
E@ testdomain, test testdomain.test Properties

[ Builkin

[ Computers General | tanaged By  Group Policy | kainer For upar, .

{&] Domain Controllers Toi - S : I Pai kainer For dom...

) o oimprove Group Policy management, upgrade to the Group Policy R S—
s 8 EorelgnSecurltyPru Management Console (GPMC).
sers

i
Current Group Policy Object Links for testdomain
—

Mo Overnide | Disabled

kainer For upar. ..

Group Policy Object Links
10 i 'y

Group Policy Objects higher in the list have the highest prionity.
This list obtained from: isbc-3b380c8ea2 testdomain. best

New | agd. | Edt | U

Options... | Delete... | Properties | [rovr |

" Block Palicy inheritance

; | | (1] I Cancel | Lpply |

Heobxodumo umnopmuposams doMeHHebIl cepmugukam, eciu e2o Hem 8 XpaHuauuje.

Group Policy Object Editor [_[O]

File Action ‘Wiew Help

= | BE R ERDR 2B
_E-j Defaul: Domain Policy [isbc-9b3G0cSeaz. testdomain, test] Policy Issued To ¢ | Issued B I Expiraki
HQ Computer Configuration Edtest kest afizfzn

[-[_] Software Settings

=[] Windows Settings

|| Seripts (StartupfShutdown)

~Hg Security Settings

Account Policies

Local Policies

Evenk Log

8 Restricked Groups

{3 Syskem Services

{3 Reqistry

8 File Syskem

‘f ‘wireless Metwork (IEEE 802.11) Policies
=-(_1] Public Key Pdlicies

] Enerypting File System

[:I Automatic Certificate Request Settings
43 Trusted Rook Certification Authorities
[:l Enterprise Trusk

[_ 5oftware Restriction Policies

g IP Security Policies on Active Directory (testdomai
-] Administrative Templates

EI& User Configuration

v1-(L] Software Settings

[Z windows Settings

-[Z] Administrative Templates

l | DEl | i

|Trusted Root Certification Autharities store contains 1 certificate. |
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5.  3anpoc cepmugukama konmponnepa oomeHa

im Consolel - [Console Root',Certificates (Local Computer)',Personal®Certificates]

rh File  Action  Wiew Favaorites  window  Help b x

e p@EERR 2E

CI Console oot Issued To / | Issued B | Expiration Date
{9 Certificate Templates (=l 9baancaeaz bestdomain, test test 3f13fz01z
E@ Certificates (Local Computer) Eltest test 3f12(2016

=+ Personal

Da Certificates Certificate Request Wizard E3
511 Trusted Reot Certficatiol ceptificate TS

- (2] Enterprise Trust A certificate bype contains preset properties for certificates.

nterprise Trus

EI[:l Intermediate Certificatior
i Certificate Revocatio
(L] Certificates

[ Trusted Publishers Certificate bypes:
I'_—'|[:| Urtrusted Certificabes

frul

Select a certificate bype for your request. You can access only certificate bypes that
vou have permissions for and that are available from a trusted CA.

Domain Controller

------ (L] Certificates
.7 Third-Party Root Certifice

[ Trusted People
[ Certificate Enrollment Re

- sPC

Ta select a cryptographic service provider and a CA, select Advanced.

[ advanced

< Back I Mext = I Cancel |

1| | i

Personal store contains 2 certificates, | |

E;'Startl J @' ‘ﬁ J ﬁ' dnsmgmt - [DRS... ”Bﬁ Consolel - [Co... @ Active Direckory .., | % Group Policy Obyj. .. | @ Microsoft Certific, .. | @

6. BknrwyeHue KoHmposnepa doMeHa 6 2pynny
CERTSVC_DCOM_ACCESS

@ Filz  Action Yiew Window  Help |;|i|i|
e EEY - R T T

:@ Active Directory Users and Computer
-2 saved Queries
El@ testdomain. kest

(] Builtin

Reset fccount

([ Computers Mave,..
(&5 Domain Controllers Manage
: D ForeignSecurityPrincipals _—
-] Users all Tasks »
Cuf
Delete
Properties
Help

N — 2

& Startl J @' ‘Q J I@ Active Directory User...
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~

Object Types...

Locations. .

FEG

LCheck Mames

| Cancel

A

@ Ele Action ‘Wiew ‘Window Help
& = | | 3{3 E | 93330:351\2 Properties 7| = |
@ Active Directory Users and Com Generall Operating System  Member OF | Locationl Managed B_l,Jl Dial-in I
[:I Saved Queries
=-E testdomain. test Iember of:
[ Builin Name | Active Directory Folder |
(L] Computers Cert Publishers testdomain. test/Users
&%) Domain Controllers Domain Controllers  testdomain test/U sers
[:| ForeignSecurityPrincipal
-7 Users Select Groups
Select this object type:
IGroups aor Built-in zecurity principals
Erom this location:
Itestdomain.test
Add.. Enter the object names to zelect [examples):
CERTSYC DCOM ACCESS]
Frimary group
ak Cancel | Spply |
« | ]

lﬂstart| | & &

J I@ Active Directory User...

Takxe 0653amesnbHO HyXHO 006a8UMb HYXHble WAab0Hb!
8 ocHacmke Certification Authority:

. Authentificated Session

. Enrollment Agent (A2zeHm noda4u 3as80k)

. Enrollment Agent (Computer)

. Smartcard Logon (J/loeuH no cmapm-kapme)

. Smartcard User (lone30samens co cmapm-kapmodi)
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i Certification Authority

File  Action “ew Help

« = BOm bR 2@

@3 Certification Autharity (Local)
E@ test
i 7] Rewoked Certificates
[_] Issued Certificates
[_1 Pending Requests
[_ Failed Requests

Mame | Intended Purpose |

EFS Recovery agent
asic EFS

omain Conkroller
eb Jerver

File Recovery

Encrypting Filz System

Client Awthentication, Server Authentication
Server Aukhentication

mf'nmm FLr P XS, T 5 SR RN SN ey Aokhanbie SR
i3] Certificate Templat [ 12 e i e . [ x|

Select one or more Certificate Templates to enable on this Certification Autharity

MHame Intended Purpose - I

Ewchange Signature Only
Ewchange User
IPSec

IP5ec [Offine request)
Rauter [Offline request)

Secure Email
Secure Email
|P zecurity [KE intermediate
IP secunty IKE intermediate
Client Authentication

Client &uthen

rd cure Email, Authent

Mirrazaft Trost | izt Sinnina

Foll Troist | ist Siaminn

d'j.start| | & @

J I@H Certification Authority

llocne scex nposedeHHbIX onepauuli HyXHO NpuHyoUMmMenbHo 06HO8UMb NOMUMUKU:

cmd->gpupdate /force

Mepe3sazpyzume cepsep.

®
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7.  Hacmpoliku 6e3onacHocmu

LomeHHble epynnossie NoAUMUKU NO380JISIIOM NOBbICUMb YPOBEHb UHPOPMAYUOHHOL 6€30nacHOCMuU cucmemsi
c ucnons3osaHuem ESMART Token npu nomouju 08yx OCHO8HbIX MEXAHU3MO8:

. Bxo00 8 cucmemy monsko npu npedvseneHuu ESMART Token;
. lpuHydumensHas 610kUposKa paboyeli CMaHyuU uau 3asepuieHue ceaHca npu ussnevyeHuu ESMART
Token.

Hcnone308ame 0aHHble MEXAHU3MbI HadexHee 8Ce20 Ha yposHe OOMeHHOU 2pynnogoli noaumuku. BoamoxHo-
CMu U3MeHeHUS JIOKAbHbIX HACMPOeK Ha paboyux cmaHyusix onucaHsl 8 pykosodcmse ESMART Token - As-
mopu3ayus 8 domeHe Windows. lpasuna, 3a0aHHble AOMeEHHOU 2pynnogoli noaumukol umerom Hauboabwull
npuopumem u NOMoMy pekoMeHOyemcs Ucno/16308amb UMEHHO 3mom mMemoo.

Ecnu pewero ssecmu 8x00 no obs3amensHomy npedvssneHurw ESMART Token, Heobxodumo npedycmMompems
npouedypy 8b10a4u 8peMeHHbIX cepmuguxkamos. na peMeHH020 0m3b18a NOCMOSIHHO20 cepmugukama uc-
nons3yemcs onyusiCertificate Hold, m.x. monsko 3ma npuyuHa no3goasiem enocaedcmsauu 8epHyms cmamyc
delicmsytouie2o cepmugukamy, Komopsili 6611 0Mo38aH.

Ymobbl onepauyuoHHas cucmema mMo2/1a 3a610KUposams paboyyo cmaryuto npu uzenevyeHuu ESMART token,
Heobxodumo 3anycmume cnymby Smartcard Removal Policy - Moaumuka ydaneHus cmapm-kapm
(SCPolicySVC). B OC Windows XP cnyxba 3anyueHa no ymonyarut, a 8 OC Windows Vista u gsiwe ciywba no
yMoiyaHuto omkardena. Ecnu caywba He 3anyuieHa, npu ussnedeHuu ESMART Token He npou3olidem HUKAaKuUx
UsMeHeHuli npu nbbIX HACMPOUKAX.

Ha konmponnepe domeHa omkpolime koHcons MMC. [lobageme ocHacmky Group Policy Management Editor »
Default Domain Policy (unu mekywyto doMeHHYy0 noaumuky). Ymobsi ciymba 3anyckanace agmomMamuydecku Ha
ecex pabodux cmaHyusx e domeHe, omkpotime 8 pedakmope GOMEHHOU 2pynnoeoli NOAUMUKU:

Computer Configuration > Windows Settings » Security Settings > System Services

Konguzypayus komnstomepa > KoHgueypayusg Windows > [Tapamempel 6e3onacHocmu > CucmemMHsie

CyHObI

Beicmasume 3HayeHue 0ns Smart Card Removal Policy - Automatic.

H Group Policy Management Editor - 10| x|

File Action View Help

as |z XE = HE

|=[ Default Domain Policy [SERVER.DOMAIN.LOCA a | ' Service Name = | startup | Permission | -]
El & Computer Configuration f{JF secondary Logon MotDefined Mot Defined
=N F"I_'"CiES 'ﬁ’“ESecure Socket Tunneling Pr... MotDefined Mot Defined
. Software Settings ¥ Security Accounts Manager  NotDefined  Not Defined
=l L] Windows Settings i Fserver MotDefined Mot Defined
| Name Resolution Policy 'ﬁ’“éshell Hardware Detection MotDefined Mot Defined

|=| Scripts (Startup/Shutdown)

== Security Settings
5| Account Policies

'ﬁ’_,ESmart Card Automatic Mot Defined
Smart Card Removal Policy Automatic Configured

__:[I Local Policies 'Ej’_,éSNMP Trap Mot Defined Mot Defined J
f[l Event Log 'E!’1,é50fbﬁ'are Protection Mot Defined Mot Defined
2. Restricted Groups 'Efﬂ&SpeciaI Administration Cons... Mot Defined Mot Defined
1 System Services 'E!’1,éSPP Motification Service Mot Defined Mot Defined
& Reqistrv i 'E]’“&SQL Active Directory Helper... Mot Defined Mot Defined
1 | F _’I—I 'ﬁ’__ESQL Server (MSSQLSERVER) Mot Defined Mot Defined ﬂ

P >
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B modi »e koHconu nepelidume k pazoeny:
Local Policies » Security Options
JlokansHele nonumuku » lNapamempsi 6e3onacHocmu
B coomsemcmasuu ¢ kopnopamugHsiMu mpebosaHuamMu 3adalime 3HayeHus 015 Napamempos:

Interactive Logon: Require smartcard
(MHmepakmusHbili 8x00 8 cucmemy: Tpebosame cMapm-kapmy)

Interactive Logon: Smartcard removal behavior
(MHmepakmusHblili 8x00 8 cucmemy: [losedeHue npu U3gnevyeHuU cMapm-Kapmel)

BHUMAHMUE! [Meped nepesazpy3koli ybedumecs, 4mo adMUHUCMpamop Npednpusmus uau adMuHUCmpamopsi
0oMeHa He NomepsiM 803MOMHOCMb 8X00a 8 CUCMEMY U3-3a HACMpoliku, mpebyrwel 0653amensHo20
npedvsigneHus cMmapm-kapmesi. PekomeHdyemcs npedsapumensHO c030ames cMapm-kapmy adMuHUCmpamopa
npednpusmus uau adMuHUCMpamopa 0oMeHd, uMeru,ezo 0ocmyn K ynpasieHur 2pynnogsiMu NOAUMUKAMU

4 System Services

= H H

i8] Interactive logon

Smart card re

al behavior

B Group Policy Management Editor =10l x|
File Action View Help
&= | 5= XE = |HE
[ i Computer Configuration ﬂ Policy = I Poli:l
B L F'“CiES | Domain member: Disable machine account password changes Mot
_| Software Settings | Domain member: Maximum machine account password age Mot
= \ﬂf'!ndows Sethngsl ! | Domain member: Require strong (Windows 2000 or later) session ... Mot
- Name Resalution Policy | Interactive logon: Display user information when the session is lo... Mot
=] Scnpt; (Stari?.lpfshub:lnwn}l | Interactive logon: Do not display last user name Mot
= Sch:ty SE:thElI_S_ | Interactive logon: Do not require CTRL-+ALT+DEL Mot
¥
g :ﬂ-':_] L;ccanlu:DIiai;ues | Interactive logon: Message text for users attempting to log on Mot
j Audit Policy | Interactive logon: Message title for users attempting to log on Mot
_,,1:_“] User Rights Assignmen="= | Interactive logon: Mumber of previous logons to cache (incase d... Mot
__:EI Security Options | Interactive logon: Prompt user to change password before expir... Mot
j EventLog | Interactive logon: Require Domain Controller authentication to un... Mot
7 Restricted Groups Interactive logon: Require smart card Enz

g Registry | Microsoft network dient: Digitally sign communications (always)
g File System | Microsoft network dient: Digitally sign communications {f server a... Mot
[ Wired Network {IEEE 802.= | Microsoft network dient: Send unencrypted password to third-pa... Mot
| Microsoft network server: Amount of idle time required before su.., Mot

| Windows Firewall with Advi ™
| 3|

4

Mposepeme Hacmpoliku. O6Ho8UMe 2pynnossie NOAUMUKU 8 NPUHyOUMETbHOM pexcuMe U nepezdzpyzume

cepsep.

®
-~ -
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8.  PaspeweHue Ha 3anpoc cepmugphukamos

Pa3spewume mekywemy noab3o8amesnto (GOMUHUCMpPAmopy) 3anpawusams

cepmugukamel 015 0pyaux nosnvzosameneli (Yepe3 KOHCOMb — KoMaHOa mmc 8 KomMaHoHol cmpoke Win+R):

3anpocume Hoselli cepmugukam:

i Konconn1 - [Kopenn koHcoaxiCe PTH(pHKATHI - TERYIHA nnnhannaTenhmMuthe]

Bﬁ] KoHcone  fedcTeMe  Bua MsOpadHHoe  OkHo o Cnpaeka

& - @B BB @0

(7 KopeHe koHconm Thn ofterTa

=-EP CepThdmkaTel A CeptrdmiaTe

=4 -
B3 ¢ aMCK CEpTHHHKATOE. ..

SREL  6ec sanaum MaMek cepTHEMKATOB, ..

[ Acex

[ Mpaw J&NpOCHTE HOBEIM CepTHMEAT. ..
[J ofw  HoBoe okHo oTCHIAE k

[ Aok
[ Cepn
LA Cror OfiHosme

(1 Aoss JKCNOPTHROEATE CAHCOK, .\
([ 3anr

HOERIA BMA NaHenK 33434, ..

Cnpaeka

<) i) >

3aNpOCHTE HOBRIM CepTHRMEAT oT WeHTPpa cepThdMkauky (LC) B 3Tom Aome

N _

: MacTep 3anpoca ce pTHtpHRaTa Ead 5 J

it

Tunel cepTrdrKaToB
TN cepTHMKETa ONPEAENAET SAPSHEE YCTAHOBNEHHEIS CEOFCTES CEp THDMKATOE,

BLIGEpHTE THN CEPTHRMKETE AN 3anpoca. JocTynHel TONBKO TE THML, Ha
KOTOPbIE ¥ B&C BCTE PASPELWEHHE M KOTOREIE MOXHO NOMYYMTE 0T AoBepeHHoro LC,

Thnel cepTHbHKaTOB:

|>

F\reHT BOCCTaHOENEHHA EFS

Eazo0e LuncbpnBaHne EFS e l
Bx04 CO CMapT-KapToH

Mo ANHCEIBAHHE K04
MOANMCEIEAHHE CNHCKS AOEE0MA

| £

AnA Beifopa NoCTaEWKKa ciysbbl KpHMNTorpadii 1 L yoTaHoBHTE dinasak
"AononHATENEHD",

|:| AononHKTENEHO

< Hazan, ” Aanee = l [ OTMEHA
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Mactep aanpoca ce prhthurara.

3apeplLueHve paboTbl MacTepa
3anpoca CepThKKaToB

PafioTa MaCTEpa Y INEWHO SaEERLIEHA.

BNk YKa3aHEl CA2AYHIWME NAPaMETREL

TOHATHOE HMA SHET >

WirA yeTHOR 3ankcn admin

A KoMnNetoTERA TESTAPE

LWahnoH cepTibkKaTa  AMEHT NOLEYM SaAEoK

lla

[ < Hazan ” MoToE [ OTHEHA ]

B pe3ynemame cepmugukam adMuHUCmMpamopa, No3eoaaWull eMy 8binUCbIBAMb CepmMU@UKamMsi 0m umeHu
0pyaux nosie3ogamerneli, nonadem 8 Xpaxunuuje.

i Koncoan1 - [Kopers koHcoamwiCe PTHHMKaTE - TRRYLUMM NoJis3oBaTe As)IwuH bie We prHdriar

“ﬁ Koncone  AefcTeMe  BWa  MsBpaHHos  OwkHo CnpaBka — | il
&= Em & > B 2
21 Kopesis konconm HoMy BEIAEH KeMEslaaH | CpoK QefCTEMA HazHaqeHHA Vitg Coc..,  WaGnoH
e CERTHEHKATE 14. 13 AreHT 3anpoca cepTHMKEATS
=23 Mrtarbie
i Ceptid

3 AnEepeHHs
[ AceepmTen
[ NpomeskyTe
[ OfeexT no.
[ AnEEpeHHs
[ Cepridmke
[ CTopaHHHE
[C] AoEepeHHe
[ 3anpoce 32

8| 3= >

XpaHunuwe MiuHele cogepumt | ceptrbueaT.

— ; -
1 a. MyCcK B AamHMcTpHpOEaHKE ;E Charismathics Securit.. . I;ﬂi Konconel - [KopeHe ...

N~ _ »
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9. [lpouecc ebida4yu cepmugpukama nosb3osamens

Tonbko 0n15 Windows Server 2003. Windows cepeep 2008 u sbiie He umerom seb-uHmepgelica 014 8bioayu
cepmucgukamos, Heobxo0UMO UCN0b308aMb KOHCO/b. CM. pyKo80OCmM8o PaszgepmeisaHue ueHmpa cepmugu-
kayuu Windows Server 2008.

3atidume 8 WEB-unmepdelic CA (http.//serv/certsrv unu http.//localhost/certsrv Ha camom cepsepe) ¢ 1K, Ha

komopom ycmarosneHa Windows XP u Internet Explorer. [Iposepbme, He 0MK/IOYEHO /iU 8bINOJHEHUE 3/IEMEH-
mos ynpasneHus Active X e bpay3epe

(cm. pykosodcmeo K ycmaHosneHHol sepcuu bpaysepa Internet Explorer).
Haxxwume Request a certificate (3anpocums cepmucgpukam):

Z} Microsoft Certificate Services - Microsoft Internet Explorer (=] 3

®ain  [paeka Bua  Msbpannoe Cepewmc  Cnpaska | -:f

f : A G e 3 3 A :

Qe - @ - [¥] [F] (| Prowe Frwmmees @] (2- 12 [H B

fapec; I@ http:/fisbc: 8080 certsryy j Mepexoa |CCbI.l'IKH >
[~

Microsoft Certifica

Welcome

Lse this Web site to request a certificate foryour Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this YWeb site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a certificate
Wiews the status of a pending certificate request
Download a CA certificate, certificate chain, or CEL

7]
|€| 3arpyska c ysna: about:blank ,_ ,_ l_ ,_ ,_ |0 HaaesHele y3nel 7
Beibepume advanced certificate request (PacwupeHHsili 3anpoc cepmugukama):
Microsoft Certificate Semnvices — test Home

Request a Certificate

Select the cerfificate type:
User Certificate %

Or, submit an advanced certq\ibgate request.

Bblbepume HUXHIOI0 CCbIIKY 3anpocums cepmugukam om uMeHU 0py2020 Nosb3osamens, UCNob3ya CMAH-
yuro evl0ayu cepmuguxkamos:

- ®
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Microsoft Certificat

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to;

Create and submit a request to this CA.

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file.

Request a cedificate for a smart card on behalf of ancther user by using the smart card certificate

enrollment station.
Mote: You must have an enroliment agent certificate to submit a request on behalf of anather user.

Take IE 3anpocum paspewieHue Ha yCmaHo8Ky Ha0cmpoUlku 015 8binucku cepmuguxkama. [lodmeepdume
YCMaHosKy HacmpouKu.

/3 Microsoft Smart Card Enrollment Station - Microsoft Internet Explorer — O] x|
dafin  Mpaeka Bwa MsbpanHoe Cepedc  Cnpaeka | 11'
Qs - O - x] 2] ] Do Lcwmmonmer @] 0 L 3 B
Aapec: I@ http: ffishe: 8080/ certsty certsces, asp j MNepexog | Ceemnen >
@ Internet Explorer safnokkposan HeBe3oNacHoE HENONLES0BaHHE INEMEHTOE YNPSENEHHA ActiveX Ha 3ToM Bef-ysne, MoaTomy CTPaHHLE MOXeT x

DTDEDG)KaTbCﬂ HEMPAEHMAEHD,
Microsoft Certifica
Smart Card Certificate Enrollment Station
Enrollment Options:
Certificate Template: I 'l
Certification Authority: I vl
Cryptographic [
Senice Provider: Ij
Administrator - :
Select Certificate...
Signing Certificate: (Mo cerificate selected) elect Lenllicate |
User To Enroll:
I(ND user selected) select User. . |
Status:
An unexpected fatal error has occurred: The proper wersion of the Activesx control failed to download and
install. You may not have sufficient permissions. Please ask your system administrator for assistance. b
|
|@ [aToEa l_ I_ I_ l_ l_ |‘§ MecTHaA MHTpaceTe =

Beibepume Heobxo0uMble 3Ha4eHus 015 noneli:

. Labnow cepmugpukama (Certificate template);

. Cepmuguyupyrowuli uenmp (Certificate authority);

. Kpunmonposatidep (Cryptographic Service Provider)*;

. Cepmugukam adMuHUCMpamopa, om uMeHu Komopozo bydem svinucaH cepmuguxkam (Administrator

Signing Certificate).

3 ESMART Token ucnonb3yem Hadcmpoliky Had kpunmonpogaiidepom Microsoft Base Cryptographic Provider.

N~ _ »
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a Microsoft Smart Card Enrollment Station - Microsoft Internet Explorer

Dain Mpaeka Bwa  MsbpaHHoe CepeEwc  Cnpaska
eHasaﬂ - \) - @ @ \»_;j ‘pl‘lonm i\g‘b’hﬁpaﬂﬂoe @| [,',_"_-_2' =] .'3

Aapec I@ http: jfisbe: 8080/ certsrvfcertsces. asp

j Mepexna |ch|m<m =

Microsoft Certific:

Smart Card Certificate Enroliment Station

Enrollment Options:
Certificate Template: IﬂDJ‘IbSDBaTEJ‘Ib oo cmapT—Kaanﬁj

Certification Authority: Iishc 'I

Cryptographic [ - =
Sorviee Provider IMlcrosoﬂ Base Smart Card Crypto Provider J

Administrator !
Select Certificate.
Signing Cerificate: IT ! |

User To Enroll:

|Testus@curp.isbc.ru =elect User. . |

Status:

The smart card is ready. Please press "“Wiew Certificate’ to make sure the certificate contains the correct
personal information about the user.

Yiew Certificate | MNew User |

@ l_ l_ l_ l_ l_ | € Haaewmee yane

E
/Z

Haxxwmume Select User u sbibepume nosns3oeamens cMapm-kapmel. Ybedumecs, 4mo c4umsigamesnb NoOK0-
yer K 1K u 8 Hezo ecmasnera kapma. Hawmume Enroll (Modame 3assky).

B nosisuswemcs okHe sgedume [NMH-k00 nosb3osamens, komopelli 6bin 3a0aH Npu CO30aHUU NPoGUaS HA Kap-
me u Haxxume Bxo0 e cucmemy.

Certificate

Smart Card Certificate Enrollment Station

Enrollment Options: ’
Smart Card PIN x|

Certificate Template: I_f
ertification Authority: I_I ! v&
R

Crypmgraphicﬁ
Senice Provider:
Administrator :
Select Certificate. .
Signing Certificate: SR |

PIN: Ix:m:m:mﬁ

User To Enroll:

oK I Cancel glect User... |

=]

Status:

Please wait while the user is enrolled...

Joxodumecs nodmeepudeHus:

19

M~ _ »
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4} Microsoft Smart Card Enrollment Station - Microsoft Internet Explorer - ol x|

dakin Mpaeka Bua  MzbpaHHoe  Cepeumc  Crnpaeka | 1','
- €Y - . @ L Al 3. B &

Qraen - Q- [x] (2] ] Do fomemnn @] (2- L3 B

Aapec: Iv@ http: ) fishc:8080 certsiycertscas, asp j Mepexoa |ch|nr<n ko

Microsoft Certificate

Smart Card Certificate Enrollment Station

Enroliment Options:

Certificate Template: IﬂDJ‘IbSDBaTEJ‘Ib co cr\ﬂapT—Kaanﬁj

Certification Authority: Iishc 'I

Cryptographic
Service Provider;

Administrator ;
o ) select Certificate:..
Signing Certificate: ITESt |

|Microsoﬂ Base Smart Card Crypto Provider j

User To Enroll:

|Testus@corp.ishc.ru =elect User... |

Status:

The smart card is ready. Please press "“Wiew Certificate’ to make sure the cerificate contains the correct personal
information about the user.

“iew Cettificate | MNew User |

N B

(5] ’_ ’_ ’_ ’_ ’_ & Haaexrie ysae

Haxxwume View Certificate dns npocmompa cepmugukama unu New User 019 3anpoca cepmugukama 014
cnedyruiezo nosb3ogamers.

Cepmucbukam nosiyyeH U 3anucaH Ha kapmy. Teneps N0/b308aMe/b MOMEM LUCN06308aMb cepmugpukam 0515

asmopu3sayuu 8 Windows. lpu asmopu3ayuu no cepmugukamy 88odums Heobxodumo [TMH-kod kapmei, a He
naposie nonszosamens Ha K.

6. YcmaHoska ESMART PKI Client

PekomeHOyemcs ycmaHosums nosibzosamensim becnnamroe npunoxeHue ESMART PKI Client. lpu ycmaHoske
ESMART PKI Client uepe3 2pynnogsie nosumuku Heobxoo0umo 3apaHee ycmaHosums 019 8cex nosv3osameneli

cepmugukam ISBC 8 xpaHunuuie JosepeHHbie uzdamenu. Cepmupukam MOXHO CKONUPO8AMb U3 UHCMANS-
mopa NpuUoXeHus.

- ®
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